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As physical devices are involved in the generation of cash, forgery is (at least theoretically) possible.
However, Wiesner proposed in [1] to take advantage of the non-cloning theorem of quantum mechanics to
construct (quantum) money that is theoretically impossible to counterfeit (or more precisely, the probability
of successful forging is exponentially small). This work was followed by several papers [3, 4, 2] that im-
proved Wiesner’s idea, and today’s main efforts in quantum money research are put into constructing what
is called public-key quantum money: quantum money that can be verified by anyone with a quantum device
and not only by the bank that issued it as it was the case in [1].

The main proposal for public-key quantum money is Aaronson-Christiano’s scheme [5] both in its noise-
free and noisy version. We focus only in the noise-free version. Whereas the security of other proposals (for
example [6]) is not well understood, Aaronson-Christiano’s scheme is the first one that is proved to be
cryptographically secure under a new non-quantum hardness assumption. This assumption states that, once
we ’hide’ two orthogonal subspaces by encoding each of them as the common zeros of a set of appropriate
random multivariate polynomials of degree d over a finite field of prime size q, it is not possible to efficiently
recover the subspaces hidden. The problem is hence called the hidden subspaces problem (or HSPq for
short).

We study of the hardness of HSPq . We present a randomized polynomial-time algorithm that solves
HSPq for q > d with success probability approx1− 1

q , which proves that the quantum money scheme over
Fq is not secure for big q, solving the open question in [5] of whether their scheme (defined over F2) can be
extended to Fq or not. Finally we show that there is also a heuristic randomized polynomial-time algorithm
solving HSP2 with high probability and so their original noise-free scheme is conjectured to be broken too.
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